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1.0 Rationale and principles which this policy seeks to uphold

1.1 The University will have in place mechanisms that ensure safeguard of information held 
electronically. The University will ensure it is able to retrieve information held 
electronically in case of technological error or disaster.

1.2 The University will renew its computer hardware on a systematic basis.

1.3 The University will support students in the use of their own devices within resource 
constraints.

1.4 The University has regulations for the safe and acceptable use of IT laboratories

2.0 Scope

2.1 Applies to the Information Technology infrastructure and Information Technology services 
of the University.

3.0 Definitions

3.1 ‘Device’ refers to a device, laptop, or tablet.

4.0 Policy

Systems back up
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4.1 The University will make periodic back up of its computer systems.

4.2 The purpose of the systems backup is to provide a means to:

4.2.1 restore the integrity of the computer systems in the event of a hardware/software 
failure or physical disaster;

4.2.2 provide a measure of protection against human error or the inadvertent deletion 
of important files;

4.2.3 restore deleted files unless the recycle bin is emptied.

4.3 The systems backups will consist of regular full and incremental backups.

4.4 Systems backups will be performed on a regular schedule as determined by the 
Information Technology Services.

4.5 Systems backups are not intended to serve as an archival copy or to meet records 
retention requirements.

4.6 Backups will be stored in a secure off-site location.

Replacement of hardware

4.7 Procedures for replacement of computer hardware has the following purposes:

4.7.1 to have consistent computer hardware for all university members of staff;
4.7.2 to ensure compatibility for software applications so that we can be assured that 

they will run on any university-owned device;
4.7.3 to minimise the impact of breakdowns, in that any faulty device can be generally 

replaced with another standard device with no special configuration;
4.7.4 to create an efficient management cycle of the devices from purchase through 

disposal;
4.7.5 to establish a standard base specification of devices for staff that meets the 

hardware requirements of the University;
4.7.6 to allow devices to be re-cycled across the University. 

4.8 The University shall ensure budgetary provision to enable purchase of sufficient devices 
each year to meet the identified need.

Support for devices owned by students

4.9 IT Services:

4.9.1 provides trouble shooting assistance for computer problems;
4.9.2 does not service privately owned computers;
4.9.3 does not support Non-English or inappropriately licensed operating systems.

4.10 No warranty of service is provided or implied. Before working on a student's computer, 
the student must sign a liability waiver.

4.11 IT Services reserves the right to refuse service at any time due to workload associated 
with the University owned hardware and software.
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4.12 IT Services cannot provide assistance for devices sealed for warranty by the provider, or 
devices under warranty, or devices owned by another organisation.

4.13 IT Services defines the services that it will, and will not provide to students.

5.0 Procedures

Systems back up

5.1 A full systems backup will be performed weekly. Weekly backups will be saved for a full 
month.

5.2 The last weekly backup of the month will be saved as a monthly backup. The other 
weekly backup media will be recycled for other uses or destroyed.

5.3 Monthly backups will be saved for one year, at which time the media will be recycled or 
destroyed.

5.4 Incremental backups will be performed daily. Incremental backups will be retained for 
two weeks, at which time the media will be recycled or destroyed.

5.5 All backups will be stored in a secure, off-site location. Proper environment controls, 
temperature, humidity and fire protection, shall be maintained at the storage location.

5.6 All backup media that is not re-usable shall be thoroughly destroyed in an approved 
manner. Backup media that is used for other purposes shall be thoroughly erased.

5.7 Periodic tests of the backups are performed yearly to determine if files can be restored.

Hardware replacement

5.8 A purchase request form should be submitted to the Dean of Faculty or Head of 
Department.

5.9 All devices for student use are reviewed annually for replacement and the decision to 
replace due to wear and tear is made on individual machine. Desktop and Laptop 
computers should be purchased with the intention of providing acceptable performance
for no less than three years, with the goal of replacement by the fourth year. These 
devices are reviewed annually for replacement and the decision to replace due to wear 
and tear is made on individual machine and if they are no longer fit for economic repair.
Staff who require a higher specification devices than standard issue must have their 
request authorized by the Dean of Faculty, or the Chief Administrative Officer 
(Registrar) or the Vice-Chancellor). The difference in cost between the standard devices 
and the enhanced devices may be subtracted from the Faculty or Department budget. 
When new computers are purchased IT services first evaluates the current hardware 
being used to run resource-intensive applications. Any substandard computers being 
used for such applications are replaced first. While the computers being replaced may 
no longer be suitable for intensive use, they are typically acceptable for normal business
and academic use, and will be redeployed. The remaining new computers and the 
reclaimed computers are then deployed to locations with typical application use, with 
the oldest computers taking the highest priority for replacement. The computers being 
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replaced may then be redeployed to a location with very conservative usage (e.g. email 
and internet access), or may be disposed of if they are deemed too old to be reliable. 
Individuals receiving devices must sign a written statement to agree that they will take 
all reasonable precautions to ensure the device’s safekeeping and take all reasonable 
care to avoid loss or damage to the device in their possession.

5.10 Servers should be purchased with the intention of providing acceptable performance 
for no less than five years, with the goal of replacement by the sixth year.

5.11 The usable lifespan of monitors and other peripheral hardware can vary significantly 
from the usable lifespan of a desktop computer. Standard peripheral hardware is 
evaluated and replaced as needed whenever a workstation is replaced, or whenever a 
user reports a problem.

5.12 The University has agreed that purchasing devices from a single manufacturer may 
significantly reduce ongoing support and maintenance costs. This may also result in 
savings from volume discount on purchases.

5.13 The following criteria shall apply to laptop replacement:

5.13.1 a change in job roles necessitating a higher computing power and capacity in 
the laptop;

5.13.2 applications accessed by user demand more computing power;
5.13.3 laptop is giving frequent hardware problems and it is un-repairable or beyond 

economical repair;
5.13.4 the laptop model is obsolete or showing performance bottlenecks.

5.14 The Head of Human Resources will notify IT Services team of individual new staff who 
will need a device prior to the commencement of employment. 

5.15 The Head of Department or Dean of Faculty is responsible for completion of a purchase 
or replacement request form.

5.16 IT Services team will make an assessment of the age of the device being replaced, the 
applications run on it and its performance. Occasionally it may be possible to overhaul 
without the need to replace the device by changes to the set-up or other fine tuning.

5.17 If a request warrants a new device then IT Services team will place the order with the 
approved supplier as soon as possible. Please note that no new devices are kept in stock
and it can take up to 3 weeks or more for the delivery from the date of placing order.

5.18 The new or replacement device will have the standard software image installed by the 
IT Services team. The item to be replaced is removed and returned to the IT Services 
team for reassignment if it is appropriate, or disposal.

5.19 The user will be kept informed at all stages.

Support for devices owned by students

5.20 Services offered by IT Services to students:
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5.20.1 wireless connectivity to student-owned devices;
5.20.2 installation of supported open source research software required for academic 

work;
5.20.3 basic troubleshooting of operating system problems;
5.20.4 system Updates on supported Operating Systems (Windows XP, Vista & 

Windows 7);
5.20.5 virus and spyware removal (Basis support is available, but extensive problems 

involving virus and spyware removal may not be resolved.  The University does 
not guarantee fixing of every virus and spyware issue possible.);

5.20.6 provision of recommended computer specifications;
5.20.7 limited support is provided for Mac products and Linux;
5.20.8 repair referral for laptop hardware;
5.20.9 wireless Connectivity;
5.20.10 installation of licensed software purchased by students via the University for 

research purposes.

5.21 IT Services does not perform the following:

5.21.1 backup of personal data;
5.21.2 reformatting and factory restores;
5.21.3 installation of system disks and operating systems;
5.21.4 opening computer case and performing or assisting with hardware 

replacement/repair;
5.21.5 registry edits;
5.21.6 providing service to devices that have more than one anti-virus software 

package installed;
5.21.7 provide service to devices that are unable to boot into their operating system 

normally;
5.21.8 provide service to devices using a non-English language operating system;
5.21.9 anti-virus and spyware cleaning tools.
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