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1.0 Rationale and principles which this policy seeks to uphold

1.1 The University will offer students a supportive learning environment and a programme of 
study conducive to student achievement of graduation requirements.

1.2 The University will ensure that students have a clear understanding of their rights and 
responsibilities and the norms of good conduct that govern membership in its academic 
community and the pursuit of high standards of scholarship.

1.3 Will have in place a framework through which to guide staff in their conduct, monitor that 
conduct, and take action should staff fail to observe required standards of conduct.

2.0 Scope

2.1 Applies to the Information Technology infrastructure and Information Technology services 
of the University.

2.2 Applies to anyone who uses any of the University’s IT resources in any capacity.

3.0 Policy

3.1 The University's IT systems are to be used for teaching, study, research and administration 
purposes only. They may not be used for playing games, activity connected to work outside
the University, or similar. Limited use of facilities for personal email may be allowed 
provided it does not interfere with access for other users.
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3.2 Any other use is subject to the permission of the Dean of Faculty or the Registrar and CAO.

3.3 In order to use the IT systems, the user must be authorised and/or registered. The Head of 
IT Services is responsible for issuing usernames and passwords to authorised users.

3.4 Commercial or distribution activities are prohibited unless formally sanctioned by the Vice-
Chancellor.

3.5 Activities likely to damage the reputation of the University are prohibited.

3.6 Any breach of this policy will lead to an investigation and may lead to disciplinary action 
against the offender in accordance with the University’s existing disciplinary policy and 
procedures.

3.7 The University reserves the right to report to the Police any action/activity considered to 
be unlawful. Criminal proceedings may follow as a result.

4.0 Code of Conduct

Internet/network

4.1 Gaining unauthorised access to any computer system anywhere using the University's IT 
systems is prohibited. It is a criminal offence to gain unauthorised access to a computer 
system to make any unauthorised modification of computer material (including the 
introduction of a computer virus) or to interfere with any computing system. This is 
commonly called hacking.

4.2 Users are not allowed to disseminate any information which:

4.2.1 enables  others  to  gain  unauthorised  access  to  computer  material  (this  includes
instructions for gaining such access, computer codes or other devices which facilitate
unauthorised access);

4.2.2 may lead to any unauthorised modification of computer materials (such modification
would  include  activities  such  as  the  circulation  of  "infected"  software  or  the
unauthorised use of a password);

4.2.3 may incite or encourage others to carry out unauthorised access to or modification
of computer materials.

4.3 The users must not use the facilities in a way that restricts the services available to others
e.g. deliberate or reckless overloading of access links or switching equipment.

4.4 It is the personal responsibility of the user to ensure that only approved links are used
while using the University's computer system to gain access to remote sites. It is also user’s
responsibility to ensure that your activities conform to the local regulations of the site.

4.5 Head of IT Services has the authority to permit:

4.5.1 change  in  the  function  or  role  of  any  system/network  component  within  the
University's network;

4.5.2 setting-up any network services (e.g. web servers, email servers etc.).
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4.6 Users must not delete or amend the data or data structures of others without their written
permission.

4.7 Users must take care not to introduce any harmful or nuisance programs, files or macros
(e.g. viruses, worms, Trojan horses) onto any computer system. Any deliberate action to
circumvent  any  precautions  taken  or  prescribed  to  prevent  this  or  cause  any  form of
damage to any of  the University's  computer  systems will  be  dealt  through disciplinary
policy.

4.8 Users  are  not  allowed to  register  any  domain  name,  which  includes  the  name of  the
University, or any name which may mislead the public into believing that the domain name
refers to the University.

4.9 The University is committed to the prevention of access to and publication through any of
its  computing  services  of  any  material  that  it  may  consider  pornographic,  violent  or
unlawful. Accordingly, the University prohibits users from:

4.9.1 generating, changing, using, storing, printing or transmitting information, programs
or any other data that can reasonably be judged to be inappropriate or offensive to
others. This includes material which is designed to or is likely to cause annoyance,
inconvenience or needless anxiety, particularly if of a threatening nature or which is
intended  to  harass,  frighten,  promote  or  encourage  racism  or  any  other
discriminatory or offensive material;

4.9.2 placing  links  to  sites  which  facilitate  illegal  or  improper  use,  where  copyright
protected works,  such as computer software, are unlawfully  distributed or which
display pornographic materials;

4.9.3 placing links to bulletin boards which are likely to publish defamatory materials or
contain discriminatory statements.

4.10 All  users  of  the  Internet  should  be  aware  that  firewalls  create  a  detailed  audit  log
reflecting every request for service, both in-bound and out-bound.

Security

4.11 The users are prohibited from:

4.11.1 revealing their  password or username to anybody and to let  other people user
their accounts;

4.11.2 violating the privacy of others on the computer systems;
4.11.3 leaving their workstation logged in when unattended. Where practical, action will

be taken against people who leave their station logged in and unattended.

4.12 Passwords must adhere to accept the applied password policy.

4.13 Users should take reasonable steps to ensure that their own computer systems, including
personal  email  accounts,  are  kept  secure  and  an  up-to-date  anti-virus  programme is
installed and run. Further advice is available from the IT Staff.
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E-mail

4.14 Students  and  members  of  staff  should  communicate  with  IT  Services  using  their
University email.

4.15 Good Practice:

4.15.1 email messages should not ordinarily be composed in capital letters, as this can
be interpreted as 'shouting';

4.15.2 for general good practice, email messages should be deleted regularly;
4.15.3 email messages, either internally or externally, are not guaranteed to be private

and, therefore, sending a message by email should have the same amount of
consideration  and  care  as  writing  a  letter.  Please  use  disclaimers  where
appropriate. Do not use email in circumstances where permanent records need
to be kept. Advice given by email has the same legal consequences as any other
written advice;

4.15.4 emails should be labelled urgent when appropriate;
4.15.5 signatures should be accurate and conform to University norms;
4.15.6 emails should be kept short;
4.15.7 emails should not be used to completely replace other forms of communication;
4.15.8 users must take all reasonable care to ensure that data sent is virus free;
4.15.9 users must not pass on virus warnings to anybody unless they are sure that that

they are not a hoax;
4.15.10 no email system is 100% reliable: users should not rely on email as the only

means of communicating important messages;
4.15.11 users  should  remember  that  email  can  be  used  as  court  evidence  and  an

agreement by email can create a binding contract.

4.16 Users of email must not:

4.16.1 send unwanted E-mail, e.g. spamming;
4.16.2 create or transmit chain letters, pyramid letters or similar schemes using email;
4.16.3 violate the privacy of other users on the computer systems;
4.16.4 use the facilities in a way that restricts the services available to other users e.g.

deliberate or reckless overloading of access links or switching equipment;
4.16.5 create  or  transmit  material  that  infringes  the  copyright  of  another  person  or

institution;
4.16.6 attach inappropriate material such as pornography to outgoing emails. 
4.16.7 include  defamatory,  libellous  or  sexually  harassing  statements  or  offensive

comments based on gender, age, sexuality, race, disability or appearance;
4.16.8 falsify or attempt to falsify e-mails to make them appear to have been originated

from someone else or to provide false information where senders' details are
required or sought;

Web Pages

4.17 All official web pages must conform to the University stylistic or publishing guidelines.

4.18 Any unofficial web pages hosted on University web servers should:
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4.18.1 not be linked directly to the University home page or linked directly to the Faculty
homepages;

4.18.2 not include the University logo;
4.18.3 include a disclaimer stating, "The views and opinions expressed are those of the

individual concerned and not necessarily those of the University".

Legal

4.19 The  University  will  endeavour  to  conduct  itself  in  accordance  with  the  (UK)  Data
Protection  Act  1998  which  regulates  the  storage  of  personal  information  (i.e.  any
information  that  can  be  identified  as  relating  to  a  particular  person  or  persons)  on
computer systems. For more details, see http://www.dataprotection.gov.uk.

4.20 Libel is a civil wrong which, in proven cases, may incur substantial compensation. It is very
complicated and therefore  one of  the easiest  laws to  contravene through ignorance.
Facts concerning individuals or organisations must be accurate and verifiable and views
or  opinions  must  not  portray  their  subjects  in  any  way  that  could  damage  their
reputation.  Web  pages  and  E-mail  messages  may  be  regarded  as  publishing  by  the
University.

Copyright

4.21 The international copyright laws must not be infringed.

4.22 Downloading  material  from  the  Internet  carries  the  risk  of  infringing  copyright.
International copyright conventions are applicable to all types of creations, including text,
graphics  and  sounds  by  an  author/artist  and  also  include  software  which  must  be
licensed. Material illegally copied in this country or elsewhere and then transmitted to
another country  via  the Internet,  will  also infringe the copyright  laws of  the country
receiving it. Any unloading or downloading of information through online technologies
which is not authorised by the copyright owner will be deemed to be an infringement of
her/his rights. The users are prohibited to make, transmit or store an electronic copy of
copyright material on the University's computing systems without the permission of the
owner or getting the appropriate license.

Software

4.23 The University supports strict adherence to software vendors' license agreements and
copyright holders' notices. If users make unauthorized copies of software, they are doing
so on their own behalf, since all such copying is strictly forbidden by the University. Users
so doing shoulder the risk of penalties.

4.24 Presenting a licence agreement to the Head of IT Services may not be enough evidence to
prove that the user is entitled to install, copy or disseminate the software on any of the
University's IT systems.

4.25 Users must always comply with all valid regulations covering the use of software, whether
those regulations are made by law, by the producer of the software, by the supplier of
the software, by the University, or by any other legitimate authority.
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4.26 The University has the right to remove any software from any of its  IT  systems after
approval from the faculty Dean or Head of Department.

4.27 The making, use and possession of any copy of computer software without the licence of
the owner of the program is illegal, and may leave both the user and the University open
to legal proceedings. It is therefore of the utmost importance that all users comply with
all software licensing regulations and laws.

4.28 Users are not authorised to install any third party software that is not licensed to the
University on any of the University's IT systems without permission.

4.29 Unlicensed copies of computer software must not be brought onto University premises,
uploaded  to  or  downloaded  from  University  machinery,  or  passed  across  University
networks.

4.30 If  any user is in doubt as to whether computer software in his/her possession is held
under a valid licence, it  should not be used until it  is  verified that it  is legal copy. In
addition  to  a  valid  licence,  evidence  that  the  software  was  purchased  through  the
University's finance system may also be required.

4.31 Computer software may not be copied for the purpose of  student study, research or
criticism  without  the  written  permission  of  the  copyright  owner.  IT  Staff  is  to  be
contacted  for  requests  to  install  certain  licensed  software  programmes  on  to  non-
University computers.

4.32 Distribution, sale, hiring or otherwise dealing with any unauthorised copies of computer
software is prohibited.

4.33 The Vice Chancellor, Registrar & Chief Operating Officer, and Deans of Faculty may order
regular  unscheduled  audits  of  selected  computers  systems  within  their  Faculty  or
Departments to ensure the legality of software installed or in use.

Laptops/Notebooks

4.34 Laptops are treated as IT  assets.  A laptop procured for a specific user should not be
allocated to any another user, without written permission from Human Resource Services
department. 

4.35 When a laptop is issued to an existing PC user, then the user’s PC will be returned back to
IT services office. 

4.36 Laptop users should take responsibility for the security and care of the laptop and also for
the information stored in the laptop. 

4.37 Users should take all the reasonable precautions and necessary steps to protect against
installation of any malicious or unlicensed software.

4.38 User will be held responsible for any consequence arising out of the installation of such
software. 

4.39 The User should:
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4.39.1 comply with copyright requirements of software or data used;
4.39.2 avoid leaving the laptop unattended in public places;
4.39.3 ensure no sensitive information is not displayed in public places;
4.39.4 physically secure the laptop when it is not in use;
4.39.5 carry laptops as hand luggage while traveling;
4.39.6 choose a strong password to lock the laptop and also change the password at

regular intervals;
4.39.7 backup all sensitive data on a regular basis. 

4.40 Whenever  possible  all  sensitive  University  information  should  be  transferred  to  the
University network.

4.41 If  the laptop is stolen or lost,  it  should be reported to the respective authorities and
police immediately. 

4.42 Anti-virus software should be active all  the time with latest  antivirus signatures from
Vendor. 

4.43 Personal Firewall Security software is recommended to be used in laptops. 

4.44 All significant concerns, incidents or issue relay to the possession and use of the laptop
should be made known to IT Services and Human Resources,  who shall  maintain  the
relevant asset register and logs.

Password management 

4.45 The minimum length of passwords must be set as 8 alphanumeric characters.

4.46 A password expiration period of 90 days will be set, so that users are forced to change
their passwords on regular basis. 

4.47 The system must force the user to change the password at the time of the initial logon. 

4.48 User IDs must be locked after 5 incorrect password attempts. 

4.49 Default passwords of all administrative login ids must be changed, if possible. 

4.50 A password history of last 3 passwords must be maintained. 

4.51 Releasing of high level password must be authorised by the Vice-Chancellor.

4.52 For  system administrator  or  privileged  accounts,  two-factor  authentication should  be
implemented wherever applicable. 

4.53 Viruses:

4.53.1 users  must  not  down-load  software  from  electronic  bulletin  board  systems,
external  electronic  mail  systems,  external  communication  networks,  or  other
systems  outside  the  University.  This  prohibition  is  necessary  because  such
software may contain viruses, worms, Trojan horses, and other software which
may damage the University’s IT systems;
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4.53.2 because viruses have become very complex, users must not attempt to eradicate
them from their systems. These efforts often end up with the virus being spread
still further in addition to the destruction of data or programs;

4.53.3 if an infection by a computer virus is suspected, the user must immediately stop
using the involved computer and notify IT Services. The User must not attempt to
eradicate the virus personally.

Personal use

4.54 The University  IT  systems and Internet  access  are available for  educational purposes.
Incidental recreational or personal use is permissible if the use does not:

4.54.1 consume more than a trivial amount of resources that could otherwise be used
for educational purposes;

4.54.2 interfere with student productivity;
4.54.3 pre-empt any educational activity. 

Use of University IT laboratories

4.55 No food or drinks are allowed in the IT Laboratory.

4.56 Users are to keep the IT Laboratory and computer terminal area clean. 

4.57 Users should not divulge their password to anyone. 

4.58 The printing from the internet should be kept at a minimum.

4.59 Users are to logoff the computer after use.

4.60 All users must be considerate of others and behave in a quiet and orderly manner when
using the computer facilities.

4.61 The users must follow the published times for access to the facilities.

4.62 IT Services may ask any user to show his/her staff or student ID card as proof of identity.
The University has a right to ask user to stop using the facilities if he/she cannot show the
ID card.

4.63 Users  may  not  place  any  computer  program on  University  workstations,  on  network
servers, or on computers connected to the network unless this program has first been
approved by IT Services. It will then be loaded by IT Services. 

General

4.64 Users  must  only  use  equipment,  and  mains  leads,  at  the  University  that  have  been
checked by IT Services. 

4.65 Users  are  not  allowed  to  modify  or  delete  files  on  the  hard  disks  of  the  University
computers.

4.66 Removal or interference with output belonging to others is prohibited.
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4.67 Users must not interfere with others’ use of computer systems.

5.0 Procedures

Monitoring and interception

5.1 If a member of staff has grounds for concern, he/she may apply in writing to the Chief
Operating Officer (Registrar)  for permissions to order the monitoring or interception of
system  logs,  web  pages,  email  messages,  network  account  or  any  other  data  on  any
computer system owned by the University for the following reasons to:

5.1.1 prevent or detect crime;
5.1.2 ascertain compliance with regulatory standards;
5.1.3 monitor communications in order to establish whether they are business related;
5.1.4 to investigate or detect unauthorised use of telecommunication systems;
5.1.5 to secure effective system operation.

5.2 All  such  monitoring  or  interception will  be  performed  in  compliance  with  appropriate
legislation, international practice, and all UAE laws which apply.

5.3 The University reserves the right to inspect and validate any items of University owned IT
equipment.

5.4 Any other  IT  equipment connected to the University's  network can be removed if  it  is
deemed to be interfering with the operation of the network.

5.5 For security/legal purposes the University may record and keep audit data generated when
users access IT resources of the University.

5.6 The University is legally obliged to report to the police the discovery of certain types of
electronic data, if that data is found on University equipment, or transmitted across its
networks.

Liability, warranty and related matters

5.7 The University will not be liable for any loss, damage or inconvenience arising directly or
indirectly from the use of any facility provided. The University takes reasonable care to
prevent corruption of information and strives to maintain effective security on all of its
computer systems. However, the University cannot and does not give warranties about the
integrity of information or about the security or confidentiality of data (including electronic
mail) or other materials submitted or processed by the University or otherwise deposited
or left in reception, Common Room, University offices, or other areas. It may be necessary
on  occasions  for  specifically  authorised  members  of  University  staff  to  gain  access  to
password protection information stored on the IT systems.

5.8 Neither the University nor any University employees or bodies will be held responsible for
the correctness or otherwise of results produced by using its IT resources.
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5.9 While every reasonable endeavour is made to ensure that the IT systems are available as
scheduled and function correctly, no liability whatsoever can be accepted by the University
for any loss or delay because of any equipment malfunction.

5.10 If as a result of misuse of the IT systems an individual causes the University to be involved
in legal action, the University reserves its right to take consequential action against the
said individual.
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